
Store. Secure. Trust.

Protecting Online Accounts with Strongest 

and Most Trusted Hardware Authentication

Swissbit iShield FIDO2 USB-A / NFC security key for 

simple, secure and flexible authentication.
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The Security and Password Issues Threatening Your Online Account
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Security Threats Resulting in Financial and Reputational Damage

3 Protecting Online Accounts with Swissbit iShield FIDO2



www.swissbit.com

The Value We Create: Protecting Online Accounts

Swissbit allows users to protect online accounts - private and professional - by securely 

accessing websites, applications and online services with strongest & most trusted 

authentication – Made in Germany -, that is:
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Simple Secure Flexible
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The Product We Deliver to Protect Online Accounts
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The Segments We Address
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Enterprise IT

Simple and fast deployment across entire 

enterprise.

Businesses

Easy integration into own system and 

application to allow users to protect 

access to accounts offering various 

security options.

Individuals

All-in-one security key allowing users to 

securely access websites, applications and 

services, such as Google, Microsoft, 

Facebook and many more other services.
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iShield FIDO2: The Strongest & Most Trusted Authentication

Swissbit iShield FIDO2 offers strong hardware-based authentication – Made in Germany -, 

that is simple, secure and flexible. It protects users against online attacks, such as phishing, 

social engineering or account takeover.
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Why Hardware-based Authentication with FIDO Standard? 
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Unparalleled Advantages over 

OTPs / Mobile Authentication 

Hardware-based authentication:

• increases usability with faster login process

• offers strongest security

• increases productivity due to less account lockouts

Supports

Zero Trust Strategy

Zero Trust Strategy:  Phishing-resistant multi-factor 

authentication (MFA) , such as FIDO Authentication, 

now specified for US agencies*.

*: https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
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Why FIDO2: Providing the Strongest Authentication
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Why iShield FIDO2: Easy-to-use & Phishing-Resistant
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Phishing Even With Mobile-based Authenticators
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The FIDO Principle: Hardware-based Authentication 
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FIDO2 / U2F Compatible Services
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…and many other services.
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The Benefits We Provide

Secure access to websites, applications and online services 

Using strongest hardware-based authentication with various security 

options (passwordless, two-factor/ 2FA or multi-factor authentication/ 

MFA) replacing weak password authentication.

Future-proof solution based on open standards

Al-in-one security key works with any FIDO2 compatible websites and 

services including password-less sign-in to a Windows 10 desktop.

Protecting private & professional online accounts as well as user identity

Al-in-one security key protects users against online attacks, such as 

phishing, social engineering or account takeover, thus protecting user 

identity.
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The Services We Provide: Custom Form Factor and Branding

Own production facility provides a trusted supply chain und unique services: We offer 

customization of form factors and branding as well as assembly and testing. 
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Why Swissbit?

Trusted Partner for 20 years 

 Own Production & Products “Made in Germany”

 Worldwide leader of industrial storage and security 

solutions

Proven Security Competence

 Over 10 years of field proven security products and 

solutions to protect data and devices

 Trusted Supply Chain

Best Service & Support

 Custom form factor and custom branding possible

 Unique sales & worldwide technical support
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IATF 16949 – ISO 9001 - ISO 14001 –

ISO 27001 – ISO 50001



About FIDO2 Standard
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FIDO2 Authentication Options

 Passwordless authentication

Strong single factor authentication using a hardware authenticator  

replaces weak password-based authentication.

 Two-factor authentication

Strong two-factor authentication using a hardware authenticator as 

an extra layer of protection beyond a password

 Multi-factor authentication

Strong multi-factor authentication using a hardware authenticator 

and a PIN or biometric when performing critical transactions
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The FIDO Standard Defining The Strongest Authentication
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Key on stick

How FIDO Works: FIDO2 Registration
Key Registration

 User is prompted to choose an available FIDO 

authenticator that matches the online service’s 

acceptance policy.

 User unlocks the FIDO authenticator using a 

fingerprint reader, a button on a second–factor 

device, securely–entered PIN or other method.

 User’s device creates a new public/private key 

pair unique for the local device, online service 

and user’s account.

 Public key is sent to the online service and 

associated with the user’s account. The private 

key and any information about the local 

authentication method (such as biometric 

measurements or templates) never leave the local 

device.
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NFC „tap“

Source: https://fidoalliance.org/how-fido-works/
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How FIDO Works: FIDO2 Login

 Online service challenges the user to login 

with a previously registered device that 

matches the service’s acceptance policy.

 User unlocks the FIDO authenticator using 

the same method as at Registration time.

 Device uses the user’s account identifier 

provided by the service to select the correct 

key and sign the service’s challenge.

 Client device sends the signed challenge 

back to the service, which verifies it with 

the stored public key and logs in the user.
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NFC „tap“

Key on stick

Source: https://fidoalliance.org/how-fido-works/
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Swissbit Test Site for FIDO2
https://fido.ishield.cloud
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Use Case DRACOON File Sharing: 

Increasing Secure Access & 

Protecting User Identity
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Increasing Secure Access & Protecting User Identity 

Swissbit FIDO2 security key provides: 

 strongest hardware-based account and data protection by offering 

additional two-factor and multi-factor authentication

 additional protection of user identity within a company’s network

Use Case DRACOON File Sharing Service used within a company’s network:

 Enhanced authentication providing easy connectivity and compatibility 

through USB and NFC interfaces

 Simple registration and central management of the end devices directly 

via the DRACOON web interface

 Assignment of a classification (protection requirement classes - high to 

secret) to users & end devices (context-based access)
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Efficient Management of Connected Devices
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Highly Secure File Sharing Between Users 
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Intelligent User Management & Access Policy
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Swissbit Security

Protecting Data and Devices in the IoT




